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Top Stories 

• Crews were called May 4 after a train hit a piece of metal on the rail tracks in the Town of 
Waterford, Wisconsin, causing about 4,000 gallons of fuel to spill, of which 2,400 gallons 
soaked into the ground while crews cleaned up the remainder. - WTMJ 4 Milwaukee (See 
item 9) 

• Heavy rainfall April 30 overwhelmed Stamford’s sewage treatment plant’s disinfection 
system in Connecticut, causing about 25 million gallons of partially-treated sewage to spill 
into the East Branch of Stamford Harbor May 1. - Stamford Advocate (See item 18) 

• Fire crews reached 75 percent containment May 5 of a wildfire that burned about 3,500 
acres in Logan County, Oklahoma. Several homes were destroyed and one man was killed 
while 1,000 residents were voluntarily evacuated. - KFOR 4 Oklahoma City (See item 20) 

• An accident during an aerial act injured nine performers during the Ringling Bros, and 
Barnum & Bailey Circus performance in Providence, Rhode Island, May 4. - Providence 
Journal (See item 28) 
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Energy Sector 



Nothing to report 
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Chemical Industry Sector 

Nothing to report 
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Nuclear Reactors, Materials, and Waste Sector 

1. May 1, SoMdNews.com - (Maryland) Calvert Cliffs reactor shut down during 
testing. The Unit 1 reactor at the Calvert Cliffs Nuclear Power Plant in Maryland shut 
down automatically May 1 due to a malfunction during testing. Operators were 
working to determine the cause of the shutdown before returning the reactor to 
operation. 

Source: http://www.somdnews.com/article/20140501/NEWS/1405Q9915/1074/calvert- 
cliffs-reactor-shut-down-during-testing 

[ Return to top ] 

Critical Manufacturing Sector 

2. May 3, CNNMoney - (National) GM recalls SUVs for inaccurate fuel gauges. 
General Motors announced a recall May 3 affecting 51,640 model year 2014 Buick 
Enclave, Chevrolet Traverse, and GMC Acadia vehicles due to a software issue that 
could cause the vehicles’ fuel gauges to malfunction and display inaccurate fuel levels. 
Source: http://www.wcvb.com/money/GM-recalls-SUVs-for-inaccurate-fuel- 
gauges/25795944 

3. May 1, San Jose Mercury News - (California) Tesla Motors faces $89,000 in fines for 
incident that injured workers at Fremont facility. The California Division of 
Occupational Safety and Health cited Tesla Motors May 1 for seven safety violations at 
its Fremont facility related to a November 2013 accident at the plant that injured three 
workers. The company was fined $89,000 for the violations. 

Source: http://www.mercurynews.com/business/ci 256777 1 9/tesla-motors-faces-fines- 
factory-violations-fremont 
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Defense Industrial Base Sector 



Nothing to report 
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Financial Services Sector 

4. May 2, KDFW 4 Dallas - (Texas) Ft. Worth PD looking for ‘Wig Bandit’ bank 
robbery suspect. Fort Worth police requested the public’s help in identifying a suspect 
known as the “Wig Bandit” responsible for four bank robberies in the area beginning in 
January. The suspect was most recently linked to the robberies of a Comerica Bank 
branch and a Woodhaven Bank branch which took place May 1. 

Source: http://www.mvfoxdfw.com/storv/25416200/ft-worth-pd-looking-for-wig- 
bandit-bank-robbery-suspect 

5. May 2, Associated Press - (Minnesota; Illinois) Former Chicago-area real estate 
investor charged in alleged $10 million fraud. A Wayzata, Minnesota real estate 
investor was indicted May 2 for allegedly defrauding over 50 investors of around $10 
million by misrepresenting his financial status. Most of the investors lived in the 
Chicago area. 

Source: http://www.startribune.com/nation/257724541.html 
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Transportation Systems Sector 

6. May 5, Philadelphia Inquirer - (Pennsylvania) Turbulence injures six on flight from 
Philadelphia to Florida. A U.S. Airways Orlando-bound flight departing from 
Philadelphia International Airport was forced to return to Philadelphia May 4 after 
hitting severe turbulence at about 17,000 feet, causing injuries to 4 passengers and 2 
flight attendants. 

Source: 

http://www.phillv.com/philly/news/local/20140505 Turbulence injures six on flight 
from Philadelphia to Florida.html 

7. May 5, Associated Press - (California) Plane crash kills pilot at Travis AFB air 
show. The Federal Aviation Administration is investigating after a vintage biplane 
crashed upside-down on the runway at an air show at Travis Air Force Base in 
California May 4, killing the pilot. 

Source: http://www.airforcetimes.com/article/20140505/NEWS/305050020/Plane- 
crash-kills-pilot-Travis-AFB-air-show 

8. May 5, KOCO 5 Oklahoma City - (Oklahoma) U.S. Highway 270 remains closed 
near Seiling after large wildfire. A portion of U.S. Highway 270 was closed near 
Seiling, Oklahoma, for several hours May 4-5 due to wildfires that caused downed 
power lines and transformers to block the roadway, as well as smoke that caused low 
visibility. 

Source: http://www.koco.com/news/us-highway-270-remains-closed-near-seiling-after- 
large- wildfire/25 810708 
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9. May 5, WTMJ 4 Milwaukee - (Wisconsin) Train spills 4,000 gallons of diesel in 
Racine Co. Racine County emergency crews were called May 4 after a train hit a piece 
of metal on the rail tracks in the Town of Waterford, causing about 4,000 gallons of 
fuel to spill, of which 2,400 gallons soaked into the ground while crews cleaned up the 
remainder. 

Source: http://www.irn.com/tmi4/news/Train-spills-4000-gallons-of-diesel-in-Racine- 
Co-257919581.html 

10. May 4, Associated Press - (New York) Cruise ship gets stuck in NYC river 
returning from trip. Norwegian Cruise Line’s “Breakaway” cruise ship became 
stranded in the Hudson River in New York City May 4 while returning to port due to 
steering and propulsion system problems. A tugboat was hired to assist the ship to 
Manhattan’s Pier 88. 

Source: http://www.fox23.com/business/story/Cruise-ship-gets-stuck-in-NYC-river- 
retuming/KkiNIwgq80K0L2qtF0nrcg.cspx 

11. May 4, King 5 Seattle - (Washington) SR 169 reopened after landslide closure. A 
minor landslide in Maple Valley, Washington, caused State Road 169 to be closed in 
both directions for several hours May 4 near the entrance to Henry Moses Aquatic 
Center after a tree fell across the highway. 

Source: http://www.king5.com/news/local/Landslide-closes-SR-169-257867971.html 

12. May 2, KECI 13 Missoula - (Montana) Highway 93 reopened after hours-long 
closure near Hamilton. Authorities shut down a portion of Highway 93 in Hamilton 
for several hours May 2 after a trailer detached from a semi-truck and crashed onto the 
highway, leaking an unknown amount of liquid oxygen. 

Source: http://www.nbcmontana.com/news/highway-93-closed-in-ravalli- 
county/25780924 
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Food and Agriculture Sector 

13. May 4, KSFY 13 Sioux Falls - (South Dakota) Hundreds of hogs killed in Pierre 
barn fire. Hundreds of hogs were killed in a May 4 fire at a Christensen Farms-owned 
bam near Pierre, South Dakota, that destroyed half of the facility. The cause of the fire 
is under investigation. 

Source: http://www.ksfv.com/story/25424641/hundreds-of-hogs-believed-killed-in- 
bam-fire 

14. May 3, U.S. Food and Drug Administration - (Kansas; Indiana; Iowa) Blue Bunny 
Premium Bordeaux Cherry Chocolate Ice Cream recalled for undeclared allergen. 
Wells Enterprises, Inc., producer of Blue Bunny ice cream, issued a recall May 3 of its 
Blue Bunny Premium Bordeaux Cherry Chocolate Ice Cream in 56 fluid ounce 
packages due to undeclared egg. The product was sold at stores in Kansas, Indiana, and 
Iowa. 

Source: http://www.fda.gov/Safety/Recalls/ucm395864.htm 
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15. May 3, U.S. Department of Agriculture - (National) Missouri firm recalls Curry 
Chicken Salad for possible Listeria contamination. The Food Safety and Inspection 
Service announced May 3 that Schnucks Kitchen recalled approximately 130 pounds of 
its Curry White Meat Chicken Salad due to possible Listeria monocytogenes 
contamination. The product was sent to Schnucks retail grocery locations for deli 
distribution in 5 states. 

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health- 
alerts/recall-case-ai'chi ve/archive/20 1 4/recall-027-20 1 4-release 

16. May 2, U.S. Food and Drug Administration - (International) Anhing Corporation 
announces a voluntary recall of Chili Powder due to possible health risk. Los 
Angeles-based Anhing Corporation issued a nationwide recall May 2 for 8-ounce 
packages of its Caravelle Brand Chili Powder, a product of Thailand, due to possible 
Salmonella contamination. The recall was initiated as a result of a routine sampling 
program in Maryland. 

Source: http ://www .fda. gov/S afety/Recalls/ucm395 85 9 .htm 
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Water and Wastewater Systems Sector 

17. May 3, Ann Arbor News - (Michigan) Boil water advisory issued in Superior 
Township following water main break. Superior Township officials issued a 
precautionary boil water notice May 3 due to a water main break that caused a loss of 
water pressure. 

Source: http://www.mlive.com/news/ann- 
arbor/index.ssf/2014/05/boil water advisory issued in.html 

18. May 1, Stamford Advocate - (Connecticut) ‘Near record’ sewage spill in Stamford 
Harbor. Heavy rainfall April 30 overwhelmed Stamford’s sewage treatment plant’s 
disinfection system, causing about 25 million gallons of partially treated sewage to spill 
into the East Branch of Stamford Harbor May 1. Officials posted signs warning people 
not to use the marina or beaches recreationally until further notice. 

Source: http://www.stamfordadvocate.com/news/article/Near-record-sewage-spill-in- 
Stamford-Harbor-5445266.php 
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Healthcare and Public Health Sector 

19. May 3, Pocono Record - (Pennsylvania) Patient with measles may have exposed 
others at PMC, Geisinger. The Pennsylvania Department of Health confirmed that a 
patient with measles may have exposed other individuals to the disease at Pocono 
Medical Center and Geisinger Medical Center in Danville April 16, 19, 20, and 23. 

Both hospitals are working to identify anyone who may have had contact with the 
patient and determine whether they have been vaccinated. 

Source: 
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http://www.poconorecord.com/apps/pbcs.dll/article?AID=/20140503/NEWS/14050994 
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Government Facilities Sector 

20. May 5, KFOR 4 Oklahoma City - (Oklahoma) Logan County wildfire kills man who 
refused to leave home; 1,000 people evacuated. Fire crews reached 75 percent 
containment May 5 of a wildfire that burned about 3,500 acres in Logan County, 
Oklahoma. Several homes were destroyed and one man was killed while 1,000 
residents were voluntarily evacuated. 

Source: http://kfor.com/2014/05/04/multiple-grass-fires-spark-across-the-metro/ 

21. May 5, Frederick News-Post - (Maryland) Vandalism forces Banner School to close 
for cleaning. The Banner School in Frederick County cancelled classes to cleanup May 
5 after two buildings on campus were vandalized between May 3 and May 4. 

Source: http://www.fredericknewspost.com/news/crime and justice/crime/vandalism- 
forces-banner-school-to-close-for-cleaning/article bddc00b5-dfeb-52d6-8479- 
29e207c3d3a6.html 

22. May 4, KSWB 5 San Diego - (California) Power outage affects portions of SDSU 
campus. Parts of San Diego State University’s campus in California lost power May 4 
due to an electrical outage. San Diego Gas & Electric crews hoped to restore power 
roughly 3 hours after the outage struck. 

Source: http://fox5sandiego.com/2014/05/04/power-outage-affects-large-portion-of- 
sdsu-campus/ 

23. May 4, Associated Press - (North Carolina) Man pleads guilty to making hoax call to 
Coast Guard. An Atlantic Beach man pleaded guilty May 2 to making a fake distress 
call to the U.S. Coast Guard in October 2013 claiming he was abandoning his sinking 
ship near Cape Lookout and Shackleford Banks, prompting a search that cost more than 
$288,000. 

Source: http://hamptonroads.com/2014/05/nc-man-pleads-guilty-making-hoax-call- 
coast-guard 

24. May 3, WECT 6 Wilmington - (North Carolina) UNCW server attacked exposing 
sensitive information. The University of North Carolina at Wilmington announced 
April 29 that a server which contained a database of personal information including 
Social Security numbers of employees, graduate students, and adjunct instructors was 
attacked, potentially exposing the information. The university removed the database 
from the server and is investigating the incident. 

Source: http://www.wect.com/story/25379044/a-server-at-uncw-breached-during-an- 
attack 

25. May 2, WSVN 7 Miami - (Florida) Teen accused of accessing public school’s 
database, altering grades. A Dr. Michael M. Krop Senior High School student was 
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arrested and charged May 1 for taking money, illegally accessing the Miami-Dade 
Public Schools database, and changing grades for four students. 

Source: http://www.wsvn.com/story/25416383/teen-accused-of-accessing-public- 
schools-database-altering-grades 

26. May 2, Harrisburg Patriot-News - (Pennsylvania) City vehicles stolen from 

Harrisburg maintenance facility: record. Officials confirmed that both a Harrisburg 
city police cruiser and a city parks department-owned vehicle were recovered May 2 
after they were stolen from inside a locked city maintenance facility after a break-in. A 
third city parks department van that was also stolen is still missing. 

Source: 

http://www.pennlive.com/midstate/index.ssf/2014/05/city vehicles stolen from harr.h 
tml 
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Emergency Services Sector 

See item 26 
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Information Technology Sector 

27. May 5, Softpedia - (International) “Covert redirect” OAuth security flaw not 
as serious as it sounds, experts say. A researcher reported finding a 
vulnerability dubbed “covert redirect” in OAuth and OpenID that could allow 
an attacker to access users’ information. However, security researchers found 
that the vulnerability is only in certain implementations of OAuth and requires 
both user interaction and an open redirect to be present in a targeted application 
to be effective. 

Source: http://news.softpedia.com/news/Covert-Redirect-OAuth-Security-Flaw- 
Not-as-Serious-as-It-Sounds-Experts-Say-440575.shtml 

Internet Alert Dashboard 



To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org 



[ Return to top ] 



Communications Sector 

Nothing to report 
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Commercial Facilities Sector 

28. May 4, Providence Journal - (Rhode Island) 9 performers in critical condition after 
fall during circus act in Providence. An accident during an aerial act injured nine 
performers during the Ringling Bros, and Barnum & Bailey Circus performance at the 
Dunkin Donuts Center in Providence May 4, causing the cancellation of two other 
performances. Officials believe a metal-frame apparatus used during an act came free 
from the metal truss it was connected to, triggering the performers to fall to the ground. 
Source: http://www.providenceioumal.com/breaking-news/content/20140504-aerial- 
performers-fall-during-circus-act-in-providence.ece 

29. May 4, KTVT 11 Fort Worth - (Texas) Nearly 50 residents displaced in White 
Settlement apartment fire. A 2-alarm fire at The Legacy apartment complex in White 
Settlement left 49 residents displaced and damaged at least 8 units May 4. 

Source: http://www.khou.com/news/texas- 

ne ws ?fld=257 8 85 5 3 1 &fPath=/news/local/ &fDomain= 1 0247 

30. May 2, Associated Press - (Washington) Man pleads guilty in fire at Seattle 
nightclub. A man pleaded guilty May 2 in connection to pouring gasoline in a stairwell 
and igniting a fire at Neighbors nightclub in Seattle January 1. More than 700 patrons 
were evacuated during the incident. 

Source: http://www.washingtontimes.com/news/2014/mav/2/man-pleads-guiltv-in-fire- 
at-seattle-nightclub/ 

31. May 2, WUSA 9 Washington, D.C. - (Washington, D.C.) 2 buildings collapse in DC. 
One person was injured when the 2 inner-buildings of 4 connected commercial 
buildings collapsed in Washington, D.C. May 2, prompting an adjacent strip club to 
evacuate. Officials are investigating what caused the structures that were under 
renovation to collapse. 

Source: http://www.wusa9.corn/storv/news/local/dc/2014/05/02/partial-building- 
collapse-on-k-street-nw/8622677/ 

32. May 2, Reuters - (California) Ex-tugboat worker pleads guilty to killing 8 in 
California salon. A California man pleaded guilty May 2 to opening fire inside Salon 
Meritage in Seal Beach, Orange County, killing 8 people in October 2011. 

Source: http://www.reuters.corn/article/2014/05/02/us-usa-califomia-rampage- 
idUSBREA410P620140502 
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Dams Sector 



Nothing to report 
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Department of Homeland Security (DHS) 

DHS Daily Open Source Infrastructure Report Contact Information 

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday through Friday] 
summary of open-source published information concerning significant critical infrastructure issues. The DHS Daily 
Open Source Infrastructure Report is archived for 10 days on the Department of Homeland Security Web site: 
http://www.dhs.gov/IPDailyReport 

Contact Information 

Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590 

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 

instructions to Get e-mail updates when this information changes . 

Removal from Distribution List: Send mail to support @ govdelivery.com . 



Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201. 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov . 

Department of Homeland Security Disclaimer 

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material. 
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